EasyTerritory

OKTA Configuration

Azure AD and OpenlID Connect Configuration - https://www.easyterritory.com/documentation/territory-

designer/administration/azure-ad-and-openid-connect-configuration/okta-configuration-easyterritory/

OKTA Configuration for EasyTerritory

With the latest version of EasyTerritory, we can now use OKTA as an IdP so users can sign-on to
EasyTerritory under OKTA. Use the following instructions to integrate EasyTerritory with your OKTA

deployment.

1. Register your EasyTerritory instance in OKTA using the properties shown below:
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General Settings

Application label
Application type

Allowed grant types

Login redirect URIs @

Logout redirect URIs €

Login initiated by

Initiate login URI

Cancel

EasyTerritory
Web

Client acting on behalf of a user
«/| Authorization Code
[v] Refresh Token

|v] Implicit (Hybrid)

(V] Allow ID Token with implicit grant type

m Allow Access Token with implicit grant type

https://apps.easyterritory.com/{GUID}/{APP,DEV, TEST}/index.aspx X

https://apps.easyterritory.com/{GUID}/{AFP,DEV, TEST}/index.aspx X

+ Add URI

https://apps.easyterritory.com{GUID}/{&PF,DEV, TEST}/OidcLogout.aspx X

+ Add URI

App Only v

https://apps.easyterritory.com/{GUID}/{AFP,DEV, TEST}/index.aspx
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2. Access the EasyTerritory Admin Settings Panel and apply the Authority, Client ID, and Client Secret

obtained from the OKTA application registration as shown below:

Note: Be sure to check the RP Initiated Logout option as shown.

.{T{...w...m.y projects catalog users groups settings log mew e @ d

Application Configuration i
Save

Application Settings ® lf

{

Authentication type  OpenlD Connect + j

EasyTerritory will use an OpenlD Connect server as your IdP S

Authority Client ID Client Secret f

https:/i{your account}.okta.com/ 0000006 =000 =06 X X000 {client secret from Okta config} A

<

[ 4

ect discovery endpoint (e.g The client 1D of this apphcation registered in your IdP # you are accessing CRM i

resources on this server {

4

Use discovery proxy? - RP initiated logout? J

Chexck this if your tenant doesn't allow CORS on its discovery endpoint so the call is Check this to explicitly logout (revoke) the RP at the OF. Some IdPs (OKTA) require é

routed through a proxy this.

.
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Once the EasyTerritory application has been registered in your OKTA portal, users of EasyTerritory
will see a Single Sign-on experience into EasyTerritory and will be prompted to log into Dynamics 365
separately from within EasyTerritory the first time they open a FetchXML project during each

browsing session.
Embed, OKTA-enabled EasyTerritory Application in Dynamics 365

By default, EasyTerritory with OKTA enabled, will redirect to the IDP sign-on page in the browser. If
you would like to embed EasyTerritory with a dashboard using an Iframe in Dynamics 365, you will

need to append the following querystring property to the Iframe URL &useldpPopup=true.

Example: https://apps.www.easyterritory.com/{YOUR GUID}/APP/index.html?projectid={YOUR
PROJECT GUID} &useldpPopup=true

An additional Redirect URL will need to be included in the EasyTerritory Application Registration in

OKTA as follows:
Example: https://apps.www.easyterritory.com/{YOUR GUID}/APP/QidcPopupCallback.aspx

For questions, contact Support@EasyTerritory.com.
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