EasyTerritory

Azure AD Configuration for EasyTerritory

Azure AD and OpenlID Connect Configuration - https://www.easyterritory.com/documentation/territory-

designer/administration/azure-ad-and-openid-connect-configuration/azure-ad-configuration-easyterritory/

Overview:

EasyTerritory (version 3.x+) supports Azure Active Directory (Azure AD) using MSAL. Azure AD is a
Single sign-on (SSO) feature that enables a user to login to the EasyTerritory application through
Azure AD. Azure AD will authenticate the user using Active Directory credentials and direct them to
EasyTerritory to access the application. Additionally, Azure AD at EasyTerritory v3 supports
Advanced Find mapping results from a Dynamics 365 instance to EasyTerritory without the Dynamics

365 credentials prompt previously experienced in EasyTerritory v2.x and earlier.

Advantages:

The advantages of leveraging Azure AD with your EasyTerritory application are:

Simple streamlined SSO access to your EasyTerritory application and Dynamics 365 instance

through company’s Azure AD portal.

Strengthens security with users not needing to remember additional usernames and passwords.

Ability for companies to control users’ access to EasyTerritory within their Active Directory.

End-to-end authentication for Dynamics 365 FetchXML layers (Advanced Find mapping).

Supports multi-factor authentication (MFA).

Prerequisites

You will need to be an Office 365 admin and have access to the Microsoft Azure Portal for your

organization.

Azure AD Configuration Steps:

e Login to the Azure Portal (https://portal.azure.com) and click ‘Azure Active Directory’
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Still want to use App registrations {Legacy)? Go back an

All applications  Owned applications ,

s PP don - g a Stirt“gini anamiwmﬂcw filter these rasul

e Set a ‘Name’ for your configuration, Choose ‘Application type’ = Single-page Application (SPA), set
your ‘Sign-on URL' = ‘https://apps.www.easyterritory.com/GUID/app/’ (replacing GUID with your
customer GUID). Click ‘Register’.
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Microsoft Azure & Search resources, services, and docs (G+/)

Home » EZTDemo | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

My EasyTerritory Instance v

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (EZTDemo anly - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microseft accounts (e.g. Skype,
Khox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (opticnal)

We'll return the authentication response

changed later, but 2 value is require ost authentication scenarios.

Single-page application (SPA]  ~~ https://apps.easyterritory.com/CUSTOMERGUID/app ~

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

15 URI after successfully authenticating the user. Providing this now is optional and it can be %

By proceeding, you agree to the Microsoft Platform Policies =

V-

Register

———y—

e Click ‘Overview’, then click ‘Redirect URIs’ in the panel that appear.
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g2 My EasyTerritory Instance  #

© Search W oelete & endpoints [ Preview features

B overview

@ Gota second? We would lowe your feedback on Microsaft identity platform (previausly dzune AD for developer). =%

& Quickstart
¢ Integration assistant ~ Essentials
e Dispiay name + My EasyTarntony Instance

- : 09b5bal2-Odde-4ed7-bTaf-54dbdbb 51203
B franding & properties

: beT2d158-5aa6-4F40- 840 T-acrabhiiadEsd

D authentication
i 09g44023-0039-4Ted-Bdac-Sdbiebddides Managed apgplication in

Certificates & secrets

! Token configuration

@ Stmrting June 30th. 2000 we will no longer add any new featunes to Azure Active Directory Authentication Library [ADALY and Azure Active Directory Gragh. We will continue to provide technical support and security updates but we will no longer p

& AP permissions
pe will need to be upgraded 1o Microsol Authentication Library (MSAL) and Microsoft Graph. Lsam maeg

& Expose an AP

B App roles Gt Started  Documentation

& owners

s Foles and acminististors Build your application with the Microsoft identity platform
H Manifest

The Microsoft identity platiorm i an suthentication service, open-sounce branes, and spplication managemert tools, ¥ou can create modern, standards-based suthentication solutions, sce
Support + Troubleshooting and protect A5, and add sign-in for your users and customers.  Learn morer

& Troubleshooting

& New support request - @

e Add the following three Redirect URIs (replacing GUID with your customer GUID and setting
DEV/TEST/APP to correspond to your instance type. APP = PROD).
o https://apps.www.easyterritory.com/GUID/{DEV}{TEST} {APP}

o https://apps.www.easyterritory.com/GUID/{DEV}{TEST} {APP}/index.html

o https://apps.www.easyterritory.com/GUID/{DEV}{TEST} {APP}/index.aspx
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Home > App registrations > My EasyTerritory Instance

3 My EasyTerritory Instance | Authentication = -

[ 5 search

| «

B overview
& Quickstart

A integration assistant

Manage

B 8randing & properties
D Authentication

¥ Certificates & secrets

M Token configuration

<& AP| permissions

& Expose an API

HL App roles

& Owners

&, Rales and administrators

M Manifest
Support + Troubleshooting
&2 Troubleshooting

a Mew support request

A7 Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additicnal configuration may be required such s
redirect URIs, specific authentication settings, or fields specific to the platform.

+ add a platform

Single-page application
Redirect URIs

The URIs we will accept as destinations when returning authentication responses (Tokens) after successfully authenticating or signing out users. The redirect

URI you send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their
restrictions o

hitps.//apps.easyterritory.com/CUSTOMERGUID app ‘
https./fapps.easyterritory.com/CUSTOMERGUID/app/index.aspx
https://apps.easyterritory.com/CUSTOMERGUID app/index.html

Add URI
Grant types

° Wour Redirect URI is eligible for the Authorization Code Flow with PRCE.

Front-channel logout URL

This is where we send a request 1o have the application clear the user's session data. This is required for single sign-out to
work comectly,

| e.g. https:/fexample.com/logout o

Implicit grant and hybrid flows
Request & token directly from the authorization endpoint. If the application has & single-page architecture [SPA) and
doesn’t use the autharization code flow, or if it invokes a web API via JavaScript, select both access tokens and ID tokens.

For ASP.NET Core web apps and other web apps that use hybnid authentication, select only ID tokens. Learmn more about
tokens.

Salect the tokens you would like to be sued by the authonization endpoint:
B Access tokens (used for implicit flows)
. 1D tokens (used for implict and hybrid flows)

Supported account types

Whao can use this application or access this API7
@ Accounts in this arganizational directory andy (EZTDemo anly - Single tenant)
O Accounts in any organizational directory (Any Micrasoft Entra 1D tenant - Multitenant)

e Click ‘Add a permission’.

Quickstart  Decspf E
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) My EasyTerritory Instance - APl permissions =

| “ ) Refresh

| L Search (Ctrl+/)

I overview : _
; Configured permissions

¥ Quickstart Applications are authorized to call
consent process. The list of ¢
Manage Learn mare zbout permi

when they are granted permissions by users/admins as part of the
ed permissions should include all the permissions the application needs.
and consent

& Branding || + Add a permission || | Grant admin consent for Recon311

-3 Authentication

M A A Adhart i et e o A e 0K

API / Permissio... Type Description Admin C... Status
Certificates & secrets

~ Microsoft Graph e

-2 AP| permissions
User.Read Delegated  Signin and read us... - o

@ Expose an AP|
. Oowners
.'. Roles and administrators (Previ...

e Click the ‘APIs my organization uses’ tab and then type in the search box ‘Windows Azure Active

Directory’. Click on ‘Windows Azure Active Directory’.

Microsoft Azure R Search resources, services, and docs (G+/)

Home > My  Request APl permissions

hd b Select an API |
@ Microsoft APls APls my organization uses My APls ‘,
B Overview  APPSinyour directory that expose APIs are shown below

& Quickstar |;) Windows Azure Active Directony|

Manage MName Application (client) 1D

& Branding Windows Azure Active Directory 00000002-0000-0000-c000-000000000000

-3 Authentic ‘

e Check the following delegated permissions and click ‘Add permissions’
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Request APl permissions

< All APIs

What type of permissions does your application require?

Delegated permissions
Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or daesmon without a
signed-in user.

expand all

Type to search

Permission

~ Directory (1)

[

O

> Group

Directory. AccesshsUser.All
Access the directory as the signed-in user (0

Directory.Read.All
Read directory data (&

Directory.ReadWrite.All
Read and write directory data (@

» Member

» Policy

~ User (1)

Admin Consent Required

Yes

Yes

¥

User.Read
Sign in and read user profile ()

P T WY GG SUPE WYY WSS TRE S VR aa an S gy e

O

User.Read.all
Read all users’ full profiles (@

User.ReadBasic.All
Read all users' basi files (D)

Yes

e OPTIONAL: If connecting to Dynamics 365, add access to the API. Click ‘“+ Add’ then click ‘Select

an API”. In the search box, search for ‘Dynamics CRM Online (Microsoft.CRM)’ and select it.
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Request APl permissions

Select an API

e

Microsoft APls APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility +
Security, and Windows 10, Access Azure AD, Excel, Intune, Qutlook/Exchange, Onelrive,

OneMote, SharePoint, Planner, and more through a single endpoint.

I_s Azure Service Management = Azure Storage

Programmatic access to much of the
functionality available through the Azure
portal semi-structured data

D Dynamics CRM

"é-" Dynamics 365 Business Central

Programmatic access to data and
functionality in Dynamics 365 Business
Central

software and ERP systems

[ I Flow Service

Embed flow templates and manage flows

= intune

e Select the following delegated permissions and ‘Save’.

Secure, massively scalable object and
data lake storage for unstructured and

Access the capabilities of CRM business

Programmatic access to Intune data

ata Export Service for
Microsoft Dynamics 363

port data from Microsoft Dynamics
CRM organization to an external
destination

D Dynamics ERP

Programmatic access to Dynamics ERP

data

I] Office 365 Management APls

Retrieve information about user, admin,

system, and policy actions and events
from Office 365 and Azure AD activity

|
{
!
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Request APl permissions

< Al APIs

Dynamics CRM
https://admin.services.crm.dynamics.com/ Docs =

What type of permissions does your application requir

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a

signed-in user.

Select permissions collapse all

‘ Type to search

Permission Admin Consent Required

user_impersonation
Access Common Data Service as organization users (3

YT LT VW WORE Y WRPSY WL WY SRSy Ve P T T TaeareR C W R YT YT Y

Add permissions

e Click ‘Grant Admin consent’

Page 9 of 14



Configured permissions

Applications are authorized to call APls when they are granted pe
consent process. The list of configured permissions should i
Learn more about permissions and consent

ons by users/admins as part of the
the permissions the application needs.

+ Add a permission Grant admin consent for Recon311

APl / Permissions name Type D. Admin Consent R... Status

" Azure Active Directory Graph aes
Directory AccessfslserAl Delegated A. - san
lser.Read Delegated 5. - ses ’

* Diynamics CRM (1) -
user_impersonation Delegated A, - san

“ Microsoft Graph (1)

User.Read Delegated 5. -

e SIS | R et B v At B

e Next, setup an Application Key. Note:

o You will need to copy it out as the Ul will never let you get back to it after the blade closes.

o The Key will be pasted into an EasyTerritory setting on the last step.
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*-;b My EasyTerritory Instance - Certificates & secrets =

|p Search (Ctri+/) | “

Credentials enable applications to identify themselves to the authentication service when receiving tokens at a web addressable

) location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secref) as a
B overview credential.

# Quickstart
Certificates
Manage Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

B Branding | T Upload certificate

D Authentication No certificates have been added for this application.

? Centificates & secrets h
Thumbprint Start Date

. ires

=~ API permissions Expi

& Expose an API

H. owners Client secrets

& Roles and administrators (Previ.. A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application
password.

B Manifest

1 New client secret |

Suppert + Troubleshosoting Description Expires Value

& Troubleshooting ) . o
Mo client secrets have been created for this application.

& New support request

e Get the Application ID and OAuth endpoints for copying into the EasyTerritory settings panel.
o Get the Application ID here:

ﬁ My EasyTerritory Instance =

|2 Search (Ctri~/) | “| [ Delete € Endpoints

® - « @ ot second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

. Display name Supported account types

# Quickstart My EasyTerritory Instance My organization only

Manage Application (client) ID Redirect URIs
5d06728d-ac22-46e0-8e1b-45227e25dd24 2 web, 0 public client

B Branding Directory (tenant) ID Application ID URI

9 Authenticat 84955495-3627-4666-bdff-04e30cB0cc13 Add an Application ID URI

uthentication

Object ID Managed application in local directory

¥ Certificates & secrets 0d6d983a-fad5-49cd-a1d0-6e609627 50081 My EasyTerritory Instance

¢ Get the OAuth Endpoint by clicking here:
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Ei‘i My EasyTerritory Instance

(S s < Bovee @ epons o

o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

i overview

My EasyTerritary Instance My organization only *

B Quickstart Display name Supported account types
Manage Application (client) ID Redirect URIs_ .
5d06728d-ac22-46e0-8e1b-45227e29dd24 2 web, 0 public client
E Branding Directory (tenant) ID Application ID URI
o 84955495-3627-4666-bdff-04e30c80cc13 Add an Application 1D UR
D Authentication ) o )
Object ID Managed application in local directory
Certificates & secrets 0d6dge83a-fad5-49cd-a1d0-6e696275b081 My EasyTerritory Instance

Mwm.' 2

e Copy the OAuth endpoint. Note: You’'ll only need the part of the Ul in bold.
https://login.microsoftonline.com/84955495-XXXX-XXXX-XXXX-04el1l2c34ccl1l3

/oauth2/token
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Endpoints

OAuth 2.0 authorization endpoint (v2)
| https://login.microsoftonline.comn/84955495-3627-4666-bdf-04230c80cc13/0auth2 fv2.0/authorize |

X’
OAuth 2.0 token endpoint (v2) )

| https://login.microsoftonline.com/84955495-3627-4666-bdff-04e30c80cc13/oauth2 /v2.0/token |

OAuth 2.0 authorization endpoint (v1)

| https://legin.microsoftonline.com/84955495-3627-4666-bdff-04230c80cc13/oauth2/authorize |

OAuth 2.0 token endpoint (v1)

| https://login.microsoftonline.com/84955495-3627-4666-bdff-04e30c80cc 13 /oauth ftoken

| https://login.microsoftonline.com/84955495-3627-4666-bdff-04230c80cc 1320/ well-known/openid-configuration |

Microsoft Graph APl endpoint

| https://graph.microsoft.com

Federation metadata document

| https://login.microsoftonline.com/84955495-3627-4666-bdff-04e30c80cc 13 ffederationmetadata/2007-06/federationmetadata.xml

WS-Federation sign-on endpoint

| https://login.microsoftonline.com/34955495-3627-46066-bdff-04230c80cc13/wsfed

SAML-P sign-on endpoint

| https://login.microsoftonline.com/84955495-3627-4666-bdff-04230c80cc13/saml2

SAML-P sign-out endpoint
| https://legin.microsoftonline.com/84955495-3627-4666-bdff-04230c80cc13/saml2

B e i ol SN SNl Y VoW

228 Enterprise applications - All applications
WEW o on311 - Azure Active Directory

r

“ -+ New application == Ceolumns
Overview
@ Oveniew Applicati.on Tg.rpe- . Applications status Application visibility
| Enterprise Applications ~ | | Any ~ | | Any ~ |
# Diagnose and solve problems
S ==
Manage
g2 Al applications | My Ezsy]

Name Homepage URL Object ID Application ID

i} Application proxy

€88 User settings - My EasyTerritory Instance  https://apps.easyterritory.com/Guid/app/ 145ebfcf-12¢5-49... 5d06728d-ac2...

~anith.

e Click ‘Azure Active Directory’ then click ‘Enterprise applications’.
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e Find the EasyTerritory instance that was created and click it.
e Click ‘Users and groups’ then click ‘+ Add user’.

Home > Enterprise applications - All applications > My EasyTerritory Instance - Users and groups

& My EasyTerritory Instance - Users and
Enterprise Application
“ } adduser ™ 7 Edit [ Remove /2 Update Credentials Columns
B Overview =
0 The application will appear on the Access Panel for assigned users. Set 'visible to users? to no in properties to prevent this. =

#. Diagnose and solve problems

| First 100 shown, to search all users & groups, enter a display name.

Manage
Display Name Object Type Role assigned

Y Properties
D @ Benton Belcher User Default Access
& Owners

&8 Users and groups

$  Provisioning

M s e Antnid b it e, . boa . A

¥ Application proxy

EasyTerritory Configuration Steps:

e With an EasyTerritory ‘Admin’ account into EasyTerritory go to the admin settings panel and set
the following properties created in the steps above. https://apps.www.easyterritory.com/GUID
/app/index.html#admin

y" A~ Rviecls calalog users omues selipgs iog e © ©

Application Configuration

Application Settings =

Authentication type  Azwe AD v /

EasyTemitory will use Azure AD as your |dP
Tenant Client 1D / GAUTH 2.0 Endpoint /
YOURORG.onmicrosoft.com 21dbB62a-22e2-46d7-0b1b-18 1344857216 It /ogin. microsofloniine. Com 84 955495-362 T-4666-bafl -0 0B

The lenant (&., [org).cnmicrosofl.com) in AAD The client ID of this application registered in AAD T

Ciienl Secret /
[secret has been entered]

An og

SM|

0 endpoint (e.g. hips:Mogin microsclionine. comyou

nal secred key configured in AAD for use in accessing third party web APls such as Dynamics 365

e Save the settings and open the EasyTerritory application in a new browser session to test.

e By default, EasyTerritory with Azure AD enabled, we’ll redirect to the IDP sign-on page in the
browser. If you would like to embed EasyTerritory with a dashboard using an iFRAME in Dynamics
365, you'll need to append this querystring property onto the iFRAME URL
?useAdalPopup=true.For example, https://apps.www.easyterritory.com/{YOUR GUID}
/APP/index.htmlI?projectld={YOUR PROJECT GUID} &useAdalPopup=truelf you run into any

issues setting up Azure AD, please email support@www.easyterritory.com.
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